ABSTRACT The applications of compressive sensing (CS) in the field of information security have captured a great deal of researchers' attention in the past decade. To supply guidance for researchers from a comprehensive perspective, this paper, for the first time, reviews CS in information security field from two aspects: theoretical security and application security. Moreover, the CS applied in image cipher is one of the most widespread applications, as its characteristics of dimensional reduction and random projection can be utilized and integrated into image cryptosystems, which can achieve simultaneous compression and encryption of an image or multiple images. With respect to this application, the basic framework designs and the corresponding analyses are investigated. Specifically, the investigation proceeds from three aspects, namely, image ciphers based on chaos and CS, image ciphers based on optics and CS, and image ciphers based on chaos, optics, and CS. A total of six frameworks are put forward. Meanwhile, their analyses in terms of security, advantages, disadvantages, and so on are presented. At last, we attempt to indicate some other possible application research topics in future.
I. INTRODUCTION
Since compressive sensing (CS) [1] - [3] theory has come into the world, it has been widely applied in many fields including 5G system [4] , cloud monitoring [5] , image coding [6] , and so on. It was claimed that both sampling and compression can be performed simultaneously to reduce the sampling rate at the expense of a high computation complexity at the reconstruction stage. By virtue of the sparsity, a signal, which is randomly projected at the encoder side, can be reconstructed by searching the optimal solution of an underdetermined linear system at the decoder side.
In terms of information security, CS has been developed from both the theoretical aspect and the application aspect in recent years. The basic research object in theoretical security is to enable measurement matrix to be a key known by the encoder and the decoder. This idea is originally mentioned in a foundational work [7] of CS. An original signal to be sampled can be regarded as plaintext, and its random measurements as ciphertext. The secrecy of these random measurements was formally considered in [8] , in which the perfect secrecy was proved unachievable but the computational secrecy can be guaranteed. Taking the measurement matrix as a key, the works [9] - [12] successively investigated the robustness of CS framework against additive noise, the weaker sense perfect secrecy under some assumptions and the perfect secrecy when measuring constant energy signals. From the perspective of physical layer security, the CS framework was utilized to establish secure communication over wiretap channel [13] - [18] . Multiclass encryption by CS was also discussed in [19] - [21] to achieve the objective that when receiving the same measurements, different decoders can recover the original signal with different quality levels.
For application security, CS was mainly connected with multimedia and cloud computing scenarios. As a typical form of multimedia data, image is encrypted using CS frequently combined with other cryptographic techniques, such as chaos theory and optical transform, to enjoy higher security level and realize simultaneous encryption and compression [22] - [42] , which can realize simultaneous encryption and compression. Besides CS-based image encryption, there exist some research works on image watermarking [43] - [49] , image hiding [50] - [54] , image hashing [55] - [58] , image authentication [59] - [61] and others [62] - [65] based on CS. For video data, CS-based privacy protection and watermarking frameworks were proposed in [66] - [69] . On the audio side, CS based hash algorithm was designed in [70] . Very recently, an emerging technology for providing multimedia services and applications is multimedia cloud computing [71] . Under the background of cloud multimedia computing, the CS technique offered privacy-preserving multimedia cloud computing [72] , outsourcing of image reconstruction service [73] , multimedia data storage [74] , healthcare monitoring system [75] and support-set-assured parallel outsourcing of sparse reconstruction service [76] . In addition, there existed a few security scenarios such as crowdsensing network [77] , 5G system [4] , emergency healthcare system [78] , and industrial high-voltage insulation systems [79] .
In the area of image encryption, it is well known that chaos theory and optical transform are two of the most widespread and important technologies [80] - [90] , since chaotic systems possess some instinctive properties such as ergodicity, pseudo-randomness and sensitivity to initial conditions and control parameters and optical transforms are noted for their high speed, parallel processing and large storage memories. Till now, the characteristics of CS, dimensional reduction and random projection, have been utilized and integrated into the image ciphers based on chaos or optics, which can achieve simultaneous compression and encryption of an image or multiple images [22] - [42] . In this paper, some design frameworks and their corresponding analyses are investigated with respect to image ciphers based on CS. Specifically, our investigation proceeds from three aspects, image ciphers based on chaos and CS, image ciphers based on optics and CS, and image ciphers based on chaos, optics and CS. A total of six frameworks are put forward. Meanwhile, their analyses in terms of security, advantages, disadvantages, future research topics, etc. are given.
The remaining sections of this paper are organized as follows. The next section introduces the basics of CS. Sections 3 and 4 review the theoretical security and application security, respectively. Section 5 discusses the basic frameworks of image ciphers based on CS combined with chaos or optics, and gives the corresponding analyses. The last section investigates some future research topics.
II. COMPRESSIVE SENSING BASICS
Assume a signal x ∈ R n has a sparse representation under basis ∈ R n×n , i.e., x = θ with θ 0 = k n.
The sampling process acts as a random linear projection, y = x = θ , where ∈ R m×n and y ∈ R m with m < n. After receiving the measurement vector y, one can resort to l 0 norm optimization problem, which is a popular algorithm, to reconstruct x. Due to its complexity, one can relax it as l 1 norm optimization problem as follows:
where ε indicates noise level. To guarantee a sparse and stable solution of this optimization problem, it is necessary that the measurement matrix obeys the Restricted Isometry Property (RIP) of order k with δ k ∈ (0, 1), i.e.,
for all k-sparse signals z [91] .
III. THEORETICAL SECURITY A. MEASUREMENT MATRIX AS A KEY
In the case of using measurement matrix as a key, the secrecy of CS was firstly investigated in [8] . It has been demonstrated that the perfect secrecy defined by Shannon is not achievable, but the computational secrecy can be guaranteed. Specifically, It studied the possibility of an adversary who tries to recover x with knowledge of y and , and the sparsity of x. For the perfect secrecy, the linearity of CS-based encryption model determines that it is impossible to meet the statistical independent requirement P (X = x|Y = y) = P (X = x). The computational secrecy lies in whether or not the adversary can succeed in recovering x by trying all possible keys and using the state-of-the-art computing capabilities. Once a k-sparse solution is found, the correct key will be revealed. The difficulty depends on the key space, which should be large enough to provide computational secrecy. The security was further discussed by considering an informed signal processing attacker which leverages the symmetry and sparsity structure inherent in CS [9] , in which, besides, CS based encryption is proved to be robust against some level of noise, i.e., robust encryption, meaning that even if y is contaminated by noise, the reconstruction algorithmcan still tolerate some amount of degradation. Although the perfect secrecy is not achievable, a weaker sense perfect secrecy can be achieved under the assumption of countable infinity cardinality of the random variable X and uniformity [10] . Meanwhile, the mutual information between x and y is approximated to analyze the perfect secrecy problem in general when no specific statistical distribution is assumed. Recently, Bianchi et al. [11] , [12] demonstrated that when is composed of zero mean independent and identically distributed (i.i.d.) Gaussian entries, random linear measurements y acquired reveal only the energy of x, i.e., only the energy of y leaks information of x. Thus, the case of sensing x with constant energy using Gaussian random matrix is perfectly secure. Moreover, when y is normalized, then perfect secrecy will be irrespective of the distribution of x.
B. PHYSICAL LAYER SECURITY
Different from the prefect and computational secrecy, an intermediate notion of secrecy, called Wolfowitz secrecy, was proposed to establish secure physical layer communication over a Wyner wiretap channel via CS, which cloud handle channel asymmetry to guarantee that it is possible for the legitimate receiver to decode sparse signals with high probability but impossible for the eavesdropper [13] . A CS inspired multiplicative Gaussian wire-tap channel was studied in [14] to reveal that by calculating the lower and upper bounds on the secrecy capacity, the corresponding secrecy capacity is almost same as the capacity without any secrecy constraint under the assumption that the intended receiver outperforms the eavesdropper in terms of the channel. Furthermore, the linear feedback shift register (LFSR) was also integrated into wireless physical layer security to construct the measurement matrix [15] . The physical layer secrecy performance of the amplify-and-forward compressed sensing scheme framework was assessed in [16] and [17] , provided that malicious eavesdropping nodes are listening. It was demonstrated that this framework can achieve perfect secrecy when facing a small number of eavesdroppers and shown that to perfectly reconstruct the signal, a great many eavesdropping nodes are essential. In addition, an MIMO precoding and postcoding system was designed to fulfill the physical layer data secrecy [18] , where the CS based recovery algorithms can be utilized to reconstruct the transmitted signal. If full channel state information is available, the precoder can maximize the received signal-to-noise. If the partial is available, a modified Lloyd algorithm was presented to construct codebooks for representing the precoder. Besides, a low-complexity postcoder was proposed for compensating the signal-to-noise loss.
C. MULTICLASS ENCRYPTION
Cambareri et al. [19] proposed a two-class information concealing system based on CS. The basic principle is to introduce controlled perturbation to flip the sign of a subset of the elements of . Specifically, let (0) denote an initial measurement matrix and C a subset of c < mn elements chosen from (0) at random. If the matrix coordinate (i, j) ∈ C, then the perturbed matrix
The encoding process is y = (1) x, and then the receiver with knowledge of the true measurement matrix (1) can be able to recover the exact x while only knowing the (0) , the reconstructed x will be subjected to some noise. This two-class system was further extended to a multiclass encryption model [20] , in which the same measurements are distributed to receivers with different measurement matrix, enabled to obtain x having different reconstruction quality. The error bound and security performance were also elaborated to show that asymptotic spherical secrecy is achievable. Some sources such as speech segments, electrocardiographic signals and images containing sensitive text protected by multiclass encryption have been confirmed. This theoretical and empirical evidence clarifies that, the security of multiclass encryption was further clarified that although not perfectly secure, it features a noteworthy level of security against a particular form of known-plaintext attack [21] (only one pair of plaintext and ciphertext is available).
IV. APPLICATION SECURITY
The CS together with chaos theory was employed for hybrid image compression-encryption algorithms [22] - [30] . After an image is compressively sensed, a block Arnold transformation followed by bitwise XOR operation is executed to permute the positions of measurements then dissipate the Gaussian distribution [22] . The chaotic sequences generated by Logistic map serve as the parameters of block Arnold scrambling and the pseudorandom sequence for XOR operation. Experiments demonstrated that this method is robust against consecutive packet loss and malicious shear attack. A parallel image encryption mode was further designed in [23] , which possesses the block cipher structure consisting of linear measurement, scrambling, mixing, S-box and chaotic lattice XOR so as to resist against chosen-plaintext attack. Zhou et al. designed a novel key-controlled measurement matrix, which is established by leveraging the circulant matrices and manipulating the original row vectors of the circulant matrices with Logistic map [24] . They also adopted the partial Hadamard matrix as measurement matrix conducted by chaotic map and the generated measurements are further scrambled [26] . George and Pattathil constructed measurement matrix using multiple chaotic maps for secure CS of images [28] . Specifically, there are eight different one dimensional chaotic maps used, two of which are randomly selected based on the external secret keys. Moreover, they constructed a random measurement matrix based on LFSR [27] . The basic idea is to normalize the different states of LFSR to get i.i.d. random variables, which are then selected as the random entries of the measurement matrix. Lately, Zhou et al. suggested an efficient image compression-encryption method based on hyper-chaotic system and 2D CS to reduce the possible transmission burden [29] . Liu et al. manipulated CS and chaos to simultaneously compress, fuse and encrypt multi-modal images [30] , in which the key-controlled pseudo-random measurement matrix is constructed by using logistic map and the measurements are fused by the adaptive weighted fusion rule.
The combination of CS and optical technique has been utilized to design similar algorithms [31] - [34] . An image is first sampled by using the characteristics of CS, i.e., dimensional reduction and random projection, and then encrypted by double random phase encoding (DRPE) [31] . A DRPE encryption algorithm incorporating compressive fractional Fourier transformation (FrFT) with iterative kernel steering regression was proposed in [32] . The FrFT enhances the degree of freedom and kernel regression is applied for image denoising. Furthermore, multiple-image encryption by space VOLUME 4, 2016 multiplexing based on CS and DRPE was presented [33] , in which the space multiplexing method is introduced to integrate multiple-image data, resulting in a nonlinear encryption framework so as to overcome the vulnerability of classical DRPE. The authors in [34] developed a simultaneous image encryption and compression scheme based on random convolution and random subsampling. This scheme can be tailored for a single image unlike the existing joint optical encryption and compression schemes for multiple images and has similar architecture with DRPE.
Chaos theory and optical technique are able to be both integrated in CS to achieve joint image compression and encryption [35] - [38] . In [35] , the optical technique, CS module, block Arnold transform and DRPE, are sequentially executed to guarantee image information security. The input image is split into four parts and then the pixels of the two adjacent parts are exchanged randomly by random matrices, which are bound with the measurement matrices. In [36] , the measurement matrix and the random phase masks are constituted by chaotic sequences. Lang and Zhang came up with a unique perspective of transmitting only a few measurements intermittently chosen from the masks rather than the real keys and the tremendous masks codes [37] , since the parameters of the chaotic maps can be inferred from the received measurements without error so that the correct random phase-amplitude masks can be obtained and used for decrypting the encoded information. The further review of image encryption based on CS is shown in the following sections. The DRPE based block CS was designed for image encryption, which aims to encrypt each image block using a chaos-based random phase encoding in fractional Fourier domain [38] .
In addition, from the the viewpoint that digital devices can only store the samples at a finite precision, Zhang et al. suggested a joint quantization and diffusion approach for the real-valued measurements based on the distribution of measurements of natural images sensed by structurally random ensemble [39] . The issue of creating a CS-based symmetric cipher under the key reuse circumstance was tackled in [40] . Specifically, a bi-level protected CS mode was projected by taking use of the advantage of the non-RIP measurement matrix construction. It was validated that the mode can be resistant to common attacks even a fixed measurement matrix is used multiple times. In [41] , Zhang et al. proposed some possible encryption models for CS and then demonstrated random permutation is an acceptable permutation with overwhelming probability, which can effectively relax the RIP for parallel CS. Random permutation is used for creating a secure parallel CS scheme and the corresponding security analysis indicates the asymptotic spherical secrecy. In orde to resist chosen-plaintext attacks, Fay introduced the counter mode of operation to CS-based encryption and it can achieve probabilistic encryption [42] .
2) IMAGE WATERMARKING
A robust image watermarking scheme for image tampering identification and localization based on CS and distributed source coding principles was described in [43] . The basic idea is to form a hash, which is robustly embedded as a watermark in the image. The introduced modification can be recovered in case that tampering is sufficiently sparse or compressible in some basis. Zhang et al. put forward a watermarking scheme with flexible self-recovery quality based on compositive reconstruction [44] . The CS is used to retrieve the coefficients by developing the sparseness in the DCT domain when the amount of extracted data is not large enough. A watermarking scheme for copyright protection was designed to reconstruct the image to some extent with knowledge of very few amounts of transmitted coefficients and relationships between coefficients [45] . In [46] , CS was considered as a watermarking attack. If watermark is constructed as a pseudorandom sequence and then embedded into the DCT domain, CS, as a watermarking attack, can provide recovery of the image with small number of measurements. The scheme [47] embedded the watermark into the randomly selected samples from image blocks, and the total variation minimization is then employed for image reconstruction. A robust watermarking algorithm in encrypted domain based on CS was proposed in [48] , in which the image content and watermark are separable. The similar watermarking method in encrypted domain was also presented in [49] , which validated the strong robustness, high correct bit extraction rate, flexible data embedding capacity and hierarchical security.
3) IMAGE HIDING
A data hiding method based on subsampling and CS was scheduled in [50] . By relying on the properties of CS including sparsity and random projection, the secret data can be embedded in the observation domain of the image. The method [50] was further extended to an image steganography algorithm [51] in terms of some details on design procedures and experiments, but they are roughly consistent in the train of thought. Xiao and Chen designed separable data hiding for an encrypted image based on stream cipher algorithm, Arnold scrambling and CS [52] , consisting of image encryption, data hiding, data extraction and image recovery phases. The embedding rate has a big boost in comparison with the existing separable data hiding method in the encrypted image. An over-complete dictionary was implemented for multimedia data hiding by discussing the minimum norm formulation and sparse formulation, respectively, which motivates the future investigation in this field [53] . Considering that block CS can simultaneous compression and encryption, Li et al. presented a novel reversible data hiding scheme by embedding additional data into image measurements, which outperforms the other state-of-the-art schemes over encrypted images [54] .
4) IMAGE HASHING
Kang et al. proposed a secure and robust image hashing scheme using CS and visual information fidelity [55] . The CS makes the hash size keep small while the visual information fidelity helps to be robust against most image manipulations. Meanwhile, a CS based hashing technique was developed in [56] , which takes effect on both the authentication and the tampering identification. The foundation is that if the tampering can be localized by solving a convex optimization problem with constraints forced by the transmitted hash, provided that it is sparse enough. Lately, Sun and Zhang introduced Fourier-Mellin transform and CS for a robust image hash [57] .
5) IMAGE AUTHENTICATION
An optical encryption technique based on CS was employed to create a cancelable biometric authentication scheme [59] , which encrypts a finger vein image using a compressive imaging system when capturing image, while the raw finger vein image can only restored in the authentication server. A new point of view, encrypted sensing, based on DRPE and CS, was proposed for biometric authentication [60] , which further improves the security to protect the biometric template. In addition, Xiao et al. employed CS for reversible image authentication, where there are two watermarks used, including a short one for image integrity authentication and a long one for tamper localization and recovery [61] .
6) OTHERS
Kang et al. presented a secure transcoding scheme for compressive multimedia sensing so as to securely deliver compressively sensed multimedia over networks [62] . Pillari et al. exploited CS for secure and robust iris recognition, which can simultaneously deal with three challenges: ability to handle unconstrained acquisition, robust and accurate matching and privacy enhancement without compromising security in a non-contact biometrics-based authentication system [63] . Liu also utilized CS and Shamir's (t, n)-threshold scheme to design a real-time and progressive secret image sharing scheme with flexible-size shadows [64] . Qi et al. came up with a hybrid security and compressive sensing-based scheme for multimedia sensor data gathering, which possesses light security mechanism, thus decreasing the complexity and energy consumption of system [65] .
B. VIDEO AND AUDIO SECURITY
Cossalter et al. proposed a privacy-assured tracking system for video surveillance by taking advantage of recent findings of CS [66] . It is not necessary to reconstruct the original content of the video sequence and then the system can leverage a fixed camera to analyze the video frames and detects a possible moving object in the scene. Tong et al. also applied the emerging CS theory for privacy-enabled video surveillance, where the scrambling is performed on privacy regions via block CS for quantized coefficients [67] . Meanwhile, a video authentication algorithm combined semi-fragile watermarking and CS was for the purpose of tamper detection of MPEG-2 [68] and a video watermarking method proposed in [69] was based on CS, Arnold transform, sum of absolute deviation and SVD to protect the ownership information in a robust way. Besides, audio content protection based on CS was studied in [70] , which put the framework of CS and distributed source coding into audio to generate a compact hash signature for detecting and identifying illegitimate manipulations.
C. CLOUD SECURITY SCENARIO
In cloud security scenario, privacy-assured multimedia cloud computing based on CS and sparse representation was investigated in [72] , which discussed some compressive multimedia applications, including multimedia compression, adaptation, editing/manipulation, enhancement, retrieval, and recognition. Wang et al. [73] proposed a privacy-preserving outsourcing of image reconstruction service from CS in cloud. Different domain technologies were synthesized to fulfill the prospective on the aspects of security, efficiency and complexity. They further widened the outsourcing of image construction service to healthcare monitoring system [75] . In order to simultaneously perform secure watermark detection and privacy-protected multimedia data storage in a cloud computing application scenario, Wang et al. designed such a framework based on CS and secure multiparty computation protocols under the hypothesis of the semi-honest adversary model [74] . Outsourcing sparse reconstruction service to multi-clouds in parallel was described in [76] by the assumption that multi-clouds cannot collude with each other in private. The privacy of the original signal can be guaranteed, since each cloud only has a small amount of information of both the measurements and asymmetric support-set.
D. OTHER SECURITY SCENARIOS LIKE 5G SYSTEM
The CS can also be applied to some other security scenarios. For example, aiming at a crowdsensing network, Wu et al. suggested a privacy-preserving RSS map generation project in order to deal with the difficulty, that the sampling data and location information from participants that existing RSS gathering schemes require often lead to a privacy threat [77] . With respect to 5G system, a variety of scenarios based on CS was discussed in [4] . This work showed that sparse signal processing can be a viable source for an innovative 5G system and meanwhile, introduced a few other applications including compressive channel-source network coding, embedded security, etc. In addition, the localization privacy in emergency healthcare [78] and industrial high-voltage insulation systems [79] was studied with the help of CS theory and sparse representation.
For the sake of clarity, Table 1 depicts the sketch of the above two sections. 
V. CS-BASED IMAGE ENCRYPTION FRAMEWORK AND ANALYSIS

A. IMAGE CIPHERS BASED ON CHAOS AND CS
Chaos and CS used in image ciphers are instantiated in two aspects: precedence relationship and nesting relationship. The former means one after the other while the latter is to embed one in the other. Thus, we have the following two basic frameworks.
Framework 1: Chaos-based encryption model is executed after CS, as shown in Fig. 1 .
An image is firstly encrypted by CS, when the measurement matrix is considered as secret key [7] . The acquired measurements are then encrypted by chaos-based models including permutation and diffusion. It should be noted that it is almost impossible to exploit chaos followed by CS due to the fact that chaos-based encryption always breaks the correlations between pixels and removes the redundancy farthest such that the sparsity which CS relies on cannot be guaranteed. In the following, we will take a case study for further illustration.
Case 1: Reference [23] . Huang et al. designed a parallel image encryption method based on CS and chaotic encryption models including Arnold scrambling, mixing, S-box and chaotic lattice XOR. The original image is block-wise measured in parallel using Gaussian measurement matrix and quantized through the Lloyd quantizer. Then the data are reallocated for the purpose of the collision-free property that a communication unit exchanges data among the multiple processors without collision. Arnold scrambling is then used to permtutate the quantized mesurements' positions followed by the mixing operation which makes a single alteration affect the final output. S-box substitution and block-wise XOR are finally used for diffusion.
Analysis:
With respect to the only CS-based encryption scheme, i.e., measurement matrix as a key, the security has been discussed in [8] - [11] , which demonstrated that the perfect secrecy is unachievable but the case of sensing x with constant energy using Gaussian random matrix is perfectly secure. Moreover, it is not secure against chosen plaintext attack by choosing some particular sparse vector containing only one non-zero entry. However, in Framework 1, a great number of chaotic encryption techniques are able to remedy the security defect However, there is no tight relationship between chaotic cipher and CS model reported so far. For the measurement values by CS, the chaotic cipher model designed should be tailored, for example, one can take account of the distribution of the measurements into the architecture of chaotic cipher. Otherwise, simple combination of CS and any chaotic encryption model can be adopted. Besides, there is a bunch of chaotic encryption models ensuring the security but a large proportion of them suffered by the problem of high computation complexity and unfriendly hardware realization. Consequently, it is desirable to embed chaos in CS in some way.
Framework 2: Chaos is embedded in CS, as shown in Fig. 2 .
In this model, the generation process of the measurement matrix is under the control of chaotic sequence, which is produced by chaotic system with initial values. Specifically, initial conditions or control parameters, which can be treated as secret keys, of the employed chaos system are used to generate the measurement matrix. This facilitates transmission and sharing that only requires a few values instead of the whole measurement matrix. At last, chaos-based CS samples images. There are many ways of implementing chaos to construct the measurement matrix, as illustrated in the following cases. Case 1: Reference [28] . George and Pattathil employed eight one dimensional chaotic maps to generate the random measurement matrix. It has four stages: randomly selecting pairwise chaotic maps; calculating the initial values for the selected pair; iterating the selected chaotic maps; generating the random measurement matrix with zero mean and variance 1/n. This matrix is adopted for block CS of images.
Case 2: Reference [27] . George and pattathil utilized linear feedback shift register (LFSR) for secure measurement matrix generation. Different states of LFSR are selected and normalized as the random entries of the measurement matrix. In order to withstand known plaintext attack, each block of an image is sampled by different measurement matrices, which are constructed by the LFSR system with a modulo division circuit and logistic map. It avoided the memory overload.
Case 3: Reference [26] . In the case of measurement matrix as a key, to make the key be easily distributed, stored and memorized, Zhou et al. created the improved circulant matrices by manipulating their original row vectors under the control of logistic map. The original image is partitioned into four blocks and two of them in the adjacent locations exchange their pixels randomly. The random matrices used for exchanging the random pixel are tied up with measurement matrices.
Analysis: Framework 2 together with these three cases need to be aware of some problems. Prior to the image sampling, whether or not the newly generated measurement matrix by chaos satisfies the RIP condition should be demonstrated. The work [92] , in which CS with chaotic sequence has been verified in theory, can serve as a reference. Furthermore, the optimal reconstruction algorithm should be developed for better matching with the image sampling method. Meanwhile, the quantization is also worth considering for the purpose of real-time transmission. For security consideration, the initial values of the employed chaotic system require frequently alteration, otherwise they will be suffered by known-plaintext attack. Alternatively, to enhance the security, some appropriate chaotic encryption models may be added.
Framework 3: A hybrid of Framework 1 and Framework 2, as shown in Fig. 3 .
Not only can chaos control CS, but also provide some encryption models after the CS sampling. As illustrated in Fig. 3 , permutation and diffusion operations can be appropriately introduced to resist plaintext attacks after the CS sampling.
Case 1: Reference [24] . Zhou et al. adopted the partial Hadamard matrix controlled by chaos map as the measurement matrix. The image sampling is followed by a scrambling using the chaotic index sequence generated by the logistic map.
Case 2: Reference [25] . Zhang et al. [25] suggested a scalable encryption framework based on block CS together with Sobel edge detector and cascade chaotic map for the purpose of protecting significant image regions. After an image is performed by Sobel edge detector, chaos-based structurally random matrix is applied to significant block encryption whereas chaos-based random convolution and subsampling are used for the remaining insignificant ones. This framework adopts lightweight subsampling and severe sensitivity encryption for the significant blocks and severe subsampling and lightweight robustness encryption for the insignificant ones in parallel.
Analysis: It is generally known that CS-based image ciphers are robust against noise, called robust encryption. However, in the above three basic frameworks, robust encryption may be broken by chaos effect. It is mainly due to the introduced chaotic encryption models. If only an permutation operation is employed, it does not affect the robustness; on the contrary, it may make the robustness more strong. For example, an acceptable permutation can relax the RIP condition [93] , which may even reduce the block effects to some extent. If an diffusion operation is employed, the robustness must be broken since diffusion offers certain level of avalanche effect. In summary, Framework 2 is robust while Framework 1 and Framework 3 are uncertain. Apparently, a hybrid of Framework 1 and Framework 2 is more secure than their individual counterparts. As mentioned earlier, stronger security is at the expense of higher computation complexity and more chaotic encryption techniques, thereby a trade-off between security and overall complexity has to be examined.
B. IMAGE CIPHERS BASED ON OPTICS AND CS
The basic framework of optical image encryption is the double random phase encoding (PRPE) [94] . The most possible encryption combination of DRPE and CS is CS followed by DRPE.
Framework 4: CS is followed by DRPE, as shown in Fig. 4 . An image is firstly sampled by CS, and the acquired measurements are encrypted by the structure of DRPE. This can be validated by the following three cases. [96] for multiple-image encryption. The multiple images are measured by CS respectively, and are then integrated by space multiplexing. It was claimed that this scheme is able to overcome the vulnerability [97] - [100] of classical DRPE due to its nonlinearity.
Analysis: Although Framework 4 realizes optical image compression and encryption, CS and DRPE only have a precedence relationship. It is of great significance to investigate their nesting relationship from the imaging prospective. A heuristic investigation is the work [101] , which demonstrated the possibility of achieving super-resolution with a single exposure by combining DRPE and CS. Additionally, a bottleneck of CS in optics is to carry out the reconstruction algorithm using optical techniques, although it is easy for the sampling. As a consequence, the computing device has to be relied on. Besides DRPE, some classic optical encryption techniques can also be infused in Framework 4 to be a novel scheme like multiple-image encryption [33] . This joint optical multiple-image compression and encryption work based on CS differs from the general ones [102] - [104] . In the end, another point of thought, some cryptographic features may be embedded in the existing CS-based imaging schemes [105] - [108] .
C. IMAGE CIPHERS BASED ON CHAOS, OPTICS AND CS
When all the three techniques including chaos, optics and CS are applied, the corresponding framework is naturally a fusion of the above four frameworks.
Framework 5: A hybrid of Framework 1 and Framework 4, as shown in Fig. 5 .
After the CS, one of chaotic encryption models and DRPE is exploited, and then the other follows.
Case 1: Reference [35] . Liu et al. employed a common chaotic permutation way, Arnold transformation, which is used to scramble the measurements obtained by CS. The results are again encrypted by DRPE, where two random phase masks are generated by sequences of irrational number. Analysis: Generally speaking, this type of framework is secure enough, since three different encryption techniques can be fully utilized. However, there is nothing special but a simple combination. This approach will inevitably lead to a higher computation complexity. It is hopeful that the three are further integrated.
Framework 6: A hybrid of Framework 2 and Framework 4, as shown in Fig. 6 .
This framework means that chaos is embedded in not only CS but also optics. It is already clear that chaotic systems are able to supply the values to the orders of fractional transforms or random phase masks [109] .
Case 1: Reference [36] . Liu et al. implemented chaos-based DRPE to encrypt CS measurements. In DRPE, the common Fourier transform is replaced by the fractional Fourier transform. The measurement matrix and the random phase masks are furnished by pseudo-random sequences produced from logistic map. In fact, this scheme can be further improved in the way that the fractional orders are also offered by logistic map such that the whole encryption process is controlled by chaos.
Analysis: In this framework, chaos is embedded in both CS and optics, and there is a large advantage that both the huge measurement matrix and double random phase matrices are generated from a few initial values, which facilitates the sharing of the keys. Meanwhile, the introduction of chaos does not break the robustness of CS and DRPE architecture. Thus, Framework 6 is a robust encryption scheme but Framework 5 may not. More importantly, the initial value sensitiveness can be guaranteed. So far, Framework 6 is the preferred candidate for simultaneous compression and encryption of images.
In fact, there also exist a framework of image ciphers based on CS itself, as shown in [39] - [42] , which combine neither chaos nor optics. Finally, what is worth mentioning is a particular image cryptosystem using chaotic phaseamplitude masks and least-data-driven decryption by CS [37] . The highlight lies in that it transmits only a few measurements intermittently chosen from the masks rather than the real keys and the enormous mask codes. In the decryption side, utilizing the theories in [110] and [111] and refining the series expansions, the decoder can infer the correct parameters of the chaotic map. This scheme motivates us to fully excavate some new proposed theories on the relationships among CS, chaos and optics for further study image cipher design.
VI. FUTURE RESEARCH TOPICS A. FINITE FIELDS
In practice, the signal to be sampled is not always realvalued and the corresponding quantization may cause loss of accuracy, thus the CS over finite fields has been studied in a few literatures [112] - [114] . It is well-know that cryptography is inseparable from finite fields. In particular, asymmetric ciphers are built upon finite alphabets. As a result, it may be worth exploring the relationship between cryptography and CS over finite fields. For example, there exists an interesting phenomenon that both CS and asymmetric ciphers have inconsistent computation complexity, i.e., lightweight computation overhead in the encoding (or encryption) phase and heavy computing cost in the decoding (or decryption) phase. The CS as an asymmetric cipher may be found to make up the blank in the theoretical security, since the findings about the relationship between symmetric cipher and CS, such as measurement as a key, physical layer security and multiclass encryption, as previously mentioned, have been researching so far.
B. COMBINATION WITH CHAOS
The measurement matrix in CS always has a big size and takes up too much space, leading to a lot of inconveniences for communication and sharing. To address this issue, one possible solution is to generate it using chaotic sequences through iterating certain chaotic system from its initial values. It only requires for transmitting the initial values. Till now, such measurement matrices have been investigated in [92] and [115] - [119] , , which brings a benefit for secure multimedia CS scheme design like [24] . Not only that, but the chaotic properties such as the sensitivity to initial values, pseudo-randomness and ergodicity can be infused in those CS based multimedia encryption schemes due to being closely connected to cryptographic features. In other words, joint multimedia compression and encryption can be realized by combining CS and chaos, where CS mainly aims at compression and chaos is intended to provide security assurance.
C. COMBINATION WITH OPTICS
The future research topics on combination CS with optics are twofold. On one hand, in recent years, optical imaging based on CS is a hot topic, which has been emerged in a number of important research results [105] - [108] , [120] , [121] . Interestingly, we can attempt the problem of how to embed cryptographic features in these compressive imaging schemes. Secure compressive imaging will further have a wide range of applications. On the other hand, a few joint optical image compression and encryption schemes have been proposed in [102] - [104] and [122] . However, these schemes are only suitable for multiple images. Few references involve the case of a single image, but CS offers such an opportunity. Instead of the simple combination of CS and DRPE [33] , [36] , the fusion of both will be possibly established to simultaneously compress and encrypt an image, as shown in [34] .
D. ROBUST ENCRYPTION
The existing data encryption schemes mostly consider the sensitivity encryption, which often leads to low-quality decrypted data or even is incapable of correct decryption when a part of encrypted data lose. This likely happens in transmission channel, for example, long burst errors can occur in the wireless channel or an intermediate blocking will lead to a temporarily declining physical link as a result of the VOLUME 4, 2016 fading effect. A strategy of tackling this issue is to exploit the robust encryption, which means that the loss of partial data scarcely affects or even does not affect the equality of the decrypted data. So far, few work [123] , [124] is involved with this study, due to the fact that designing robust encryption is a far greater deal of difficulty than doing sensitivity encryption. Fortunately, CS is a good candidate of dealing with robust encryption. For instance, A CS-based robust image encryption was devised in [22] which can be against consecutive packet loss and malicious shear attack.
E. ROBUST CODING OVER ENCRYPTED DOMAIN
Signal processing over encrypted domain is an extremely hot research field since its appearance [125] . A new research hotspot in this field is to carry out robust image encoding over encrypted domain [126] , since the previous studies aim at either robust coding of natural images or the effective compression of encrypted images. The encoding subtly adopts a structurally random matrix [127] in CS. The coder can be applied in a particular scenario that a sender needs a semi-trusted channel provider to encode and transmit the encrypted image to a receiver. This enables the sender to first encrypt an image and then send the encrypted image to channel provider who encodes the encrypted image. Through an imperfect channel with packet loss, the receiver obtains the lost data and reconstructs the original image. The CS technique opens the possibility of decorating robust coder over encrypted domain. Moreover, this kind of coder may be extended to cloud outsourcing security field. For example, we consider an interesting case of lossy channel between client and cloud, which still has not been mentioned in the existing computation outsourcing works.
F. CLOUD SCENARIO
In cloud scenario, some security issues related to CS can be investigated. As aforementioned, signal processing over encrypted domain [125] has become popular, especially because of the rise of cloud computing and big data, which enables this field to produces practical significance of the modern world. The CS as a new sampling theory in signal processing can also be considered to be implemented in encrypted domain, i.e., CS in encrypted domain. Second, the sampling in CS is easy to achieve, but the reconstruction algorithm has a very high computation complexity. Associating with the cloud having the powerful computing resources and the huge of volume of storage, we can outsource the reconstruction algorithm to the cloud. It is of great importance to deliberate the privacy-assured outsourcing of CS reconstruction service in cloud. Third, assume that a signal is sampled using CS by an owner, then the sampled signal needs cloud for storage purpose. When the owner or a new user wants to see what the original signal is, the cloud performs the recovery. However, the cloud is often curious or even malicious, thereby the appropriate encryption processing has to be done prior to transmission. After the sampling, the measurements can be encrypted through mildly linear mode [73] , simple exchange primitives [76] or severely homomorphic manner [128] . Receiving the measurements, the cloud storages them and then performs the reconstruction if necessary. Alternatively, the owner simultaneously compresses and encrypts the signal while the cloud operates the joint decompression and decryption to obtain the original signal.
